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SSH (Secure SHell) RFC4251 4h
(%)

* BETIILEVWARYNTI—0FBHALT, ZRATAOPMODELERYNT =IO —EREFIRT 56 DT

OkaJL GRIERED .

" [Z2TEAEVWRYET—Y 1= BEDaFO—ILAB KT = BE- WS ASNSAREENH S = 12
BA—yhk

" BENBEEBILIT A ETHRERDHE -TEHEHER

" DSAT UMY —NETIL

" O95ATU . 2—HHID PC

" H—/\EREIVE A —Z (0T T/ R, Web H—/\, X—/N\—aEa1—4A)

" OpenBSD SSH (OpenSSH) MIELFIASN TS (FARZEHMIZEH D)

" BHOZFEEA KIS
" INRD—F / BFE# / SEEDa—IL-

* JEE ClX. Open SSH 9547 rEFAL ., H—/\[Z=ERAY 1> . CLI (Command Line Interface) |2 &A1&
- EEREICRBYTS

*RFC(Request For Comment) : Internet Engineering Task Force (IETF) WMEE T 514 F—1 v NMEHE
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INESET RS
(Public Key Cryptography)

" X EENESIL-REENMESICH-OTHOR., TNENAFHE - WERZTF A

JHEFIEAX UTOMEZF AL TEZEBHTREGEENBIHZ S,
" AFRBIIARABWMELTEREMLTHFEBSEIEENICTEEILZS,
" MEBIIAAINTOVELOT, ESEIEFLEICLATELL,
" UTORBLHLD. DHBIESDICHATHLIEEREARTES:
" ENTHUESIETEID TERBBZREI SICIEK. TORIINERANDBEIZGS, C
hZFALTEEZS LS5 TESL,
" BBAIN TS LHABOELRESETRIICIEHETI2DHENHS, e.g. PKI(Public Key

Infrastructure)

FBESILICRICRZI AT IHERBES T EXEENTEICBEZHEILHIL
Li&@*iﬁéb\ﬁ)otoﬁfﬁfﬂ FOTCDMEEZEEHT HIENTES,
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* MacOS, Linux TIEAFE,

i : ssh—client Z2BxNZ9 5

VaviREDEE

Windows 10 ¥, ver.1803 LIfF TIEAE

" BT > TI)EHEE > AT a i RED EE
T lNOpenSSH 7747/I~(/\ 2) 1ML A —
ILEN TG, # BINMNSA A —
LT 5,

© Microsoft
Used with permission from Microsoft.

" Windows /N\—23 2|2 &> TIX ssh—keygen [ZA
BE(IN\RT—FZHRETELELLH S, KHY
[Z Git IZTELTWWSEDIFEZS:

C:¥Program Files¥Git¥usr¥bin¥ssh—keygen Z{#

Do
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JEY ssh TERERAT A LTHS
INAT)—REE3

19247 EE® PC)DATURTAV T, LTFOaTY
FERITITS:
> ssh demo—pass@demo.shikob.net

" £ ssh AT KRTIILUTEIEELTLNS

> ssh GRIERARD A—H B >@GERARRN >

2.(ROTEKITDEO)HFORNGNEVNSESELNZSN . ssh -
@*&%JL%%JLH-éb\& jh\%ﬁh\mé i © Microsoft

éf@ (j: YES &%i—CEL\o Used with permission from Microsoft.
3INA)—KRZEHIAINBD T, 11— demo—pass D/NAT—K%
ANTLHGEEEFRTREMT S)

4R TAVTIARTEINNIK, —/NGEROT 125D
EA—AR) TUTZEITL T, Amazon Linux IZTAT /4> LTLVS
_EEHERT S

aws$ uname —a
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JEE ssh CiefEATd A2 LTHS
- INAT—FREEEE - (2)

1L.LLTDOaT U RFZZETITL. /home/treasure/ans.txt M
NBEZHERT S,

$ cat /home/treasure/ans.txt
" HASN-NBZEE Web KYEKRTSH =z
HEET D,
2T DARUEZEEITL, ssh yiate#Rz 5

$ exit

© Microsoft
Used with permission from Microsoft.
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Unix/Linux Command Reference

Unix/Linux Command Cheat Sheet, FOSSwire
https://files.fosswire.com/2007/08/fwunixref.pdf
CC BY-SA

FOSSwire .

File Commands
1s - directory listing
1s -al - formatted listing with hidden files
cd dir - change directory Lo dir
cd - change to home
pwd - show current directory
mkdir dir - create a directory dir

" H—/\EEIZIX. CLI (Command Line At

rm -r dir - delete directory dir

Interface) DML ETE D, Linux CLIKHIIL R Ty .

EHIZEENTLY, 4
ADERLY,

DLE LAY, FOSSwire DELDEE NS

NTLhS:

https://fosswire.com/post/2007/08/unixl

i3

ICEATERLA
AFCHDSEIEF— b —rESFBITLT

cp =r dirl dirZ - copy dirl to dir2; create dir2 if it
doesn't exist

mv filel fileZ - rename or move filel to file2

if file2 s an existing directory, moves filel into
directory file2

In -5 file link - create symbolic link link to file
touch File - create or update file

cat > file - places standard input into file

more file - cutputl the contents of file

head file - cutput the first 10 lines of file

tail file - cutput the last 10 lines of file

tail -f file - cutput the contents of file as it
grows, starting with the last 10 lines

Process Management
ps - display your currently aclive processes
top - display all running processes
kill pid - kill process id pid
killall proc - kill all processes named proc *
by - lists stopped or background jobs: resume a
stopped job in the background
fg - brings the most recent job to foreground
fg n - brings job n to the foreground

File Permissions

chmod octal file - change the permissions of file

inux—command—cheat—sheet/

* H—N\EOT7F7AILEEIZIE, vim £ELVD
W—IILEFIRT B, cnEF—F—FM

Ho=AHELY,

to octal, which can be [ound separately for user,
group, and world by adding:

e 4 -read ()

e 2 - owrile (w)

e 1 - execute (x)
Examples:
chmed 777 - read, write, execuls for all
chmed 755 - rwx for owner, rx for group and world
For more oplions, see man chmod.

5sh wserghost - connecl to host as user

ssh -p port user@host - connect to hest on port
port as user

ssh-copy-id userghost - add vour key Lo host for
user o enable a keved or passwordless login
| Searching |
grep pattern files - search for pattern in files
grep -r pattern dir - search recursively for
pattern in dir

command | grep pattern - scarch for pattern in the
outpul of command

locate file - find all instances of file

date - show the current date and time

cal - show this month's calendar

uptime - show current uplime

W - display who is online

whoami - who you are logged n as

finger wser - display information about user
uname -a - show kernel information

cat /Jproc/epuinfeo - cpu information

cat Jproc/meminfeo - memory mlormation
man command - show the manual for command
df - show disk usage

du - show directory space usage

free - show memory and swap usage
whereis app - show possible lecations of app
which app - show which app will be run by default

tar ¢f file.tar files - create a tar named
file.tar containing files

tar xf file.tar - extract the files from file.tar
tar c¢zf file.tar.gz files - creale a lar with
Gzip compression

tar xzf file.tar.gz - extract a tar using Gzlp
tar ¢jf file.tar.bzZ - create a tar with Bzip2
compression

tar xjf file.tar.bz2 - extract a tar using Bzip2
gzip file - compresses file and renames it te
file.gz

gzip -d file.gz - decompresses file.gz back to

file

ping host - ping host and output results

whois domain - get whois information for domain
dig domain - get DNS information for domain
dig -x host - reverse lookup host

wget file - download fife

wget -¢ file - continue a stopped download

Install feom source:

feonfigure

make

make install

dpkg -i pkg.deb - install a package (Debian)
rpm =Uvh pkg.rpm - install a package (REM)

Ctrl+€ - halts the current command

Ctrl+Z - stops the current command, resume with
fg in the foreground or bg in the background
Ctrl+D - log oul of current session, similar to exit
Ctrl+W - erases one word in the current line
Ctri+l - erases the whole line

Ctrl+R - type Lo bring up a recent command

|1 - pepeats the last commarnd

exit - log out of current session

@00

= use with extreme caution. - — N TEET]
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https://fosswire.com/post/2007/08/unixlinux-command-cheat-sheet/

Linux Q1—H -5 )L—7

* A—YOFEEELE R F - username [ZH0Z uid (32bit ZE)THERIT B,

00

" B —Y(root)— ik —Y
" uid =0 [IFED—Y ., TSN E— R —H
* root TAT AT A EIXIRFE TITHEINTULVELY,
EENNERIREZR I A —YH 4= A EMNTELLLD=80
KHYIZ sudo AT REFS,
" RAYRT OV —ERICTHEBELERTFDZIIFENDELLDS,
" SIL—TDIEEELE B Feroupname [ZH1Z gid T IL—TZE RT3,
" JIL—TIZIEERDO AT HIRETESL. A —HFIXEHD Y IIL—TIZFRIETES,
" BIEMIZ. VIL—T 8 wheel NEEIL—HF DT IL—TRELTHEOLNTES-
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Linux DT 4L YR )FERL

"/ RUOYDTALIMN) B TREEIESN TS, ARICE > THEWLS TN TINS
"/ :root
* /boot: 0S TAT T L (H—FRIL)HEE
" /bin, /sbin: (VAT LLE)EERA—T4)T4TAT S
" Jete: VATLLERNEBLHWNI7AIL, R T LERRIER
* /dev: TI/INAR/—FK
" Jtmp: —FI77AIL
" /lib, /lib64 : XBFESATS)GE
* Jusr: [FEAEDIA—TA4) T4 (HARREZED) IXSZITENNDS
" Jvar: AU B ERBIZEZTRZIONDT7AIL
* /home : —H DHR—LTALIK)
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Linux Z274IL3A D

" LTOESHEEDLHY. dbits DIFHRELTEEIN TN,
" BEIFAIV: AT S LT3 —RAA—REELCBEDIFAIL
" T4LOR) TALOR)ETTAILELTH DI NS
" DURUYO) D DT FAILAD) D
" s -ld ZFBINIETF7AILFATIERBEBXFTREINDS, BHEAIZ. 3,4 F
BDO4—ILRIZITFREEZEDA—H R, JIIL—TENRRIND:

$ Is —Id /etc/passwd

—rw—r—r—— 1 root root 1304 May 19 09:40 /etc/passwd

$ Is —=Id /usr/include/

drwxr—xr—x 3 root root 4096 May 8 17:48 /usr/include/

$ Is —Id /dev/tty0

crw—w—— 1 root tty 4, 0 May 16 02:29 /dev/tty0

$ Is —Id /usr/tmp

lrwxrwxrwx 1 root root 10 May 8 17:48 /usr/tmp —> ../var/tmp
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Linux 771 JLETE
FrE & EHER

" TOIT7AILIL 12bits “mode” bits ZF¥FD,
- 77'|2Zn£|:_.”ﬁ$& THRLD 9bits

" FEEW, TIL—T (), TDMD I—F(o)NENFEh 3bit T D

" 3 bits DAERIE., LEMLFRAHLK), EFAAW), EITX) .

" BIZ(E. Is -1 AR TIETRTD bit B 1 DIFBE . rwxrwxrwx D EHIZFK
R, 0 DIFIFIEXFORDHYIZ - A, FIAIE rwxr—x—

" PORRAHFAEERHRIE chmod AT TERET HEMNTES,
" Obits TARTEIETET HETIL. SHEMFKILTEET 5!

$1s -l test
-rw—rw—r— 1 ec2-user ec2—user 0 May 23 02:32 test
lec er@ip—10-10-10-253 ~]$ chmod 666 test
lec er@ip—10-10-10-253 “1$ Is - test
-rw—rw—rw— 1 ec2—user ec2—user 0 May 23 02:32 test

$

UTokyo Online Education Education A E 2 —A2S AT LR 2018 /A FeE CC BY-NC-ND
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Linux 771 JLETE
FrE & EHER

" setuid, setgid bits: 12, 11 bit

FTI7AILICERESNTWVEES .. ET7A0T5 LI 774
IDOMEE-FIEYIIL—TELTEIET S

" TALIRIIC setgid BERESNTUONIETALIRIITERS
NBIT7AILDYT IL—T L default TTFALON)DFRBEEDZ
NnElid,

" sticky bit : 10 bit

" TALURJIZERESNTONIEL, TAL IR BEEIAHFRET
HOTH. A—FT—LUUNDNT7AILDEIBR. D7MILBDEE%
HIEATELY,
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JEE ssh CifgAJ A LTHS
NEABEEREE - (1)

1.ssh—keygen &7 T7A T UL TEITUEART (AR / WEHE) ZHE T 5 (Windows TEZNELT= SSH 54
TR R—EDIHEF. C:¥Program Files¥Git¥usr¥bin¥ssh—-keygen TXZ3):

> ssh—keygen
Generating public/private rsa key pair.
Enter file in which to save the key (C:¥Users¥ikob/.ssh/id_rsa):

" WEBOBRIFETIL default THYEDLLY,

2.FNE% MERBERSICBEETBEOHDNNAIL—X(NRAT—R)ZBHINDEIDT, BUIZHFETH(ET
FELNET):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in C:¥Users¥ikob/.ssh/id_rsa.
Your public key has been saved in C:¥Users¥ikob/.ssh/id_rsa.pub.
The key fingerprint is:
SHA256:DbYwiySwTgAhDuCF4kBCWMhx3NqINxpNRzSbojKktos ikob@KATSUSHIKOBDC14
The key's randomart image is:

+——[RSA 2048]——

[#*=0. o+ |

[&*o. . 0 + |

[*+.+ B.+o |

lo.o+ =0+ |

|+0.=S. |

| . 0. I

| . |

l.. I

|E. I

+——[SHA256]—— +

UTokyo Online Education Education A E 2 —4%23 AT L#iH 2018 /MAFEE CC BY-NC-ND
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JEE ssh TEfREAOJALTHS

NEGETEERE

LAEBRSNTI=2F8. ssh¥id.rsapub ZH—/N\IZEUIZEKWLENH D, &£
=A% scp (ssh ZRFALI=T7AILVERE) [ZXkH>TH—/\IZER
ET D, (—NITEYPICEEXRIZ. BELB LS, )

> scp .ssh¥id_rsa.pub demo—pass@ssh—demo.shikob.net:pubkeys/F4 F &=
demo—pass@ssh—demo.shikob.net’s password:

" NRAD—RIFINRT—RZFEETELSF=LDEANT B,

2HENNHABXEVIICEEL-OL. LTOaY VR TARBIEIEITOS
1095,

> ssh demo@ssh—demo.shikob.net
Enter passphrase for key 'C:¥Users¥ikob/.ssh/id_rsa’:

" NRAD—RIIERTEERLI-EZITREL-EDEES
QUTDIaATUREESTL. VEFET

aws$ touch hereiam/=F4EIHES

4. 3. T2 =074V DT7 I AHFAIBEHRELULTDLOIZERET S
FhE®E ik, 2T, EITHI8EE
JIV—7T 5. EITRIRE
ZD1th: EITRIEE

- (2)

© Microsoft
Used with permission from Microsoft.
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mailto:demo-pass@ssh-demo.shikob.net

" scp = C:¥Program Files¥Git¥usr¥bin¥scp
" ssh = G:¥Program Files¥Git¥usr¥bin¥ssh
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